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1. Purpose
Elixir Medics is committed to protecting personal data, upholding confidentiality, and complying with UK GDPR and the Data Protection Act 2018. This policy sets out how we handle personal data (including health and mental health information) safely and lawfully.

2. Scope
Applies to all employees, associates, clinicians, trainees, volunteers, contractors, and anyone processing data on our behalf. Covers all formats: electronic, paper, audio/video, images, messaging systems, and backups.

3. Key definitions
· Personal data: information about an identifiable person.
· Special category data includes health and mental health data.
· Processing: any use of data (collect, record, store, share, delete, etc.).
· Controller: the organisation deciding the purpose/means of processing.

4. Roles & responsibilities
· Data Controller: Elixir Medics Ltd, Limited company, The Priory, Start Hill, Thremhall Park, Bishop's Stortford CM22 7WE.
Data Protection Lead (DPL): Dr Sandeep Bansal -sandeep.bansal@elixirmedics.co.uk

All staff must:
· Follow this policy and clinical confidentiality requirements
· Complete data protection training on induction and annually
· Use only approved systems for clinical/admin work


· Report suspected breaches immediately (Section 13)

5. Data protection principles
We follow the UK GDPR principles: lawful/fair/transparent processing; purpose limitation; data minimisation; accuracy; storage limitation; security; accountability.

6. What personal data we process
Patients/clients
· Identity/contact: name, DOB, address, contact details, next of kin
· Clinical: assessments, formulations/diagnoses (if recorded), therapy/psychiatry notes, care plans, medication info, risk/safeguarding information
· Admin: appointments, referrals, correspondence
· Finance: invoices, payment status, insurer details (if applicable)
Staff/associates
· HR, credentialing/registration, payroll/finance, supervision records (where applicable)
Website users
· Cookie/analytics and contact form submissions (see Privacy Notice)

7. Purposes of processing
We process data to:
· Provide safe assessment and treatment
· Manage appointments, referrals, administration
· Maintain clinical records and continuity of care
· Manage risk, safeguarding, and duty-of-care
· Bill for services and keep accounting records
· Meet legal/regulatory/professional obligations
· Handle complaints, incidents, and service improvement
· Secure our systems and prevent fraud

8. Lawful basis and special category condition
Article 6 (lawful basis) typically includes:
· Contract (providing paid clinical services)
· Legal obligation (e.g., safeguarding / tax)
· Vital interests (emergencies)
· Legitimate interests (service administration, security)

Article 9 (special category) for health/mental health data typically includes:
· Health or social care purposes (assessment/diagnosis/treatment/management) with duty of confidentiality 



· Where relevant: vital interests, substantial public interest (e.g., safeguarding), or explicit consent for certain disclosures.

9. Confidentiality and sharing rules
· Default position: confidential, minimum necessary access.
· Sharing occurs only when justified and documented (consent, clinical necessity, legal requirement, safeguarding, serious harm prevention).
· We record significant disclosures, including what was shared, with whom, why, and when.
Typical sharing examples (as applicable):
· GP / other treating professionals (with consent or necessity)
· Safeguarding teams / local authority / police where required or necessary
· Insurers only with the client’s clear authorisation or legal requirement

10. Processors and third parties
We use vetted providers (EHR/practice management, secure email, video consults, IT support, SMS reminders, accounting, payment processors). We ensure:
· Written contracts with data protection clauses (DPAs)
· Security due diligence and access controls
· Sub-processor transparency
· Data location/transfer checks (see Section 15)

11. Security controls
Minimum controls include:
· Role-based access; least privilege; strong passwords; MFA where available
· Device encryption; screen locks; secure backups
· Approved platforms only (no personal email/WhatsApp for clinical content unless formally approved and risk-assessed)
· Secure disposal (cross-cut shredding; certified IT wiping)
· Clean desk + locked storage for paper notes
· Regular patching and malware protection
· Leaver process: remove access promptly; reclaim devices/keys

12. Retention & disposal
We retain data only as long as necessary. Our retention schedule aligns with recognised health-record retention norms as a baseline, then adjusted for our service and legal risk. NHS guidance commonly references 6 months after last treatment for much health/care records (with longer periods for children/young people in many cases). 

Elixir Medics baseline schedule 
· Adult clinical records: 8 years after last contact

· Children/young people: until 25th birthday (or longer where required)
· Finance/tax: 6 years
· Incident/complaint records: 6–10 years depending on severity/legal considerations
· CCTV (if used): [30] days unless required for an incident
We securely dispose of data at end-of-life and document destruction.

13. Personal data breaches
All staff must report suspected breaches to the DPL immediately.
We will:
· Contain and assess risk
· Notify the ICO without undue delay and where feasible within 72 hours if the threshold is met
· Notify affected individuals without undue delay 
where risk is high 
· Keep a breach log and lessons learned

14. Individual rights and requests (SARs)
We support rights requests including access, rectification, restriction, objection, and (where applicable) portability. We respond to Subject Access Requests within one month (extensions may apply in complex cases). Identity verification is required.
SAR contact: info@elixirmedics.co.uk

15. International transfers
If any supplier processes data outside the UK, we ensure appropriate safeguards such as the UK IDTA or the UK Addendum to EU SCCs, plus a transfer risk assessment where needed. 

16. Training, audits, DPIAs
· Induction + annual refreshers
· Access reviews and periodic audits
· DPIAs for new/high-risk processing (new systems, new AI tools, new telehealth platform, new sharing arrangement)

17. Complaints
Internal contact: Dr Sandeep Bansal -sandeep.bansal@elixirmedics.co.uk
Individuals may also complain to the Information Commissioner’s Office (ICO).









Elixir Medics — Patient Privacy Notice 

Effective date: Nov 2025
Controller: Elixir Medics Ltd, Limited company, The Priory, Start Hill, Thremhall Park, Bishop's Stortford CM22 7WE.
Contact: info@elixirmedics.co.uk
Data Protection Lead: Dr Sandeep Bansal

1. What this notice covers
This notice explains how Elixir Medics collects and uses your personal data when you enquire about, receive, or pay for our services.

2. What information we collect
We may collect:
· Your contact details (name, DOB, address, email, phone)
· Information about your health and mental health (e.g., assessments, care plans, session notes, risk information)
· Appointment and correspondence details
· Billing and payment status information
· If you use our website: basic technical/cookie information (see Cookies section)

3. Why we use your information
We use your information to:
· Provide assessment and treatment
· Arrange and manage appointments
· Communicate with you about your care
· Keep appropriate clinical records
· Manage risk and safeguarding where necessary
· Process payments and maintain financial records
· Meet legal and regulatory obligations

4. Our legal bases
For general personal data, we rely on lawful bases such as contract, legal obligation, vital interests (emergencies), and legitimate interests (clinic administration).
For health/mental health information (special category data), we rely on the health or social care condition for assessment/treatment and management of health services, subject to professional confidentiality safeguards. 
In some situations, we may ask for your consent (for example, specific non-routine disclosures).

5. Who we share information with
We only share information when necessary and proportionate, such as:
· With clinicians within Elixir Medics involved in your care
· With your GP or other providers with your consent or where clinically necessary
· With safeguarding agencies, local authority, or police where required by law or necessary to prevent serious harm
· With trusted service providers who support our operations (e.g., practice systems, video consultation, IT, accounting). These providers must protect your data and only use it on our instructions.

6. How we keep your data safe
We use organisational and technical measures such as restricted access, secure systems, encryption where appropriate, staff training, and secure disposal.

7. How long we keep your data
We keep your information only as long as necessary. As a baseline, much health/care records are commonly retained for around 8 years after last treatment, with longer retention often applying for children/young people.)
Our current retention schedule is:
· Adult clinical records: [8 years after last contact]
· Children/young people: [until 25th birthday]
· Finance records: [6 years]

8. Your rights
You have rights including:
· Access to your data (Subject Access Request)
· Correction of inaccurate data
· Restrict/ object in certain circumstances
· Data portability in some cases
· Complaints to the ICO

9. Breaches



[bookmark: _Int_jTfAS7ez]If a breach creates a high risk to your rights and freedoms, we will inform you without undue delay. We also report certain breaches to the ICO within required time limits. 

10. Cookies (website)
We use cookies/analytics [describe tools: e.g., “Google Analytics” / “privacy-friendly analytics”]. You can manage cookies via [cookie banner / browser settings].
(If you use analytics/ads, add explicit details and a cookie policy.)

11. Contact and complaints
Privacy contact: info@elixirmedics.co.uk
You can complain to the Information Commissioner’s Office (ICO) if you are unhappy with our response.
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